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Colombia
On 19 June 2022, Colombia held a runoff vote for the presidential election 
between far left-wing socialist, Gustavo Petro, and independent candidate, 
Rodolfo Hernández. Petro won 50.48% of the vote, making him the next 
President of Colombia. His win is indicative of a trend throughout Latin 
America where leftists with radical agendas are victorious in elections. 

So, what can Colombians and the world expect from the new president?  
Petro – a state senator and the former mayor of Bogotá (his mayorship 
was suspended due to allegations of corruption by then-President Juan 
Manuel Santos) – has promised sweeping policy changes. His campaign 
vowed free university education, greater income equality, higher taxes on 
‘unproductive’ land, as well as higher taxes on farmers with large farms. 
Add to this environmental and social justice.   

While Petro has stated that current oil and gas contracts will be honoured, 
he has said that Colombia must ‘rethink’ oil and gas exploitation. His 
pledge is to cancel new oil exploration licenses and put an end to fracking. 
Our in-country sources suspect that Petro will begin to make moves 
towards nationalising all oil and gas companies. Petro’s promise to revive 
a diplomatic relationship with neighbouring Venezuela and its strongman 
leader Nicolás Maduro – who did that very thing years ago – does lend 
credence to this suspicion.    

Petro inherits a country with a deteriorating security environment as 
violence, killings and disappearances have escalated, particularly in 
the Colombian countryside. The International Red Cross reports that a 
disappearance was recorded every three days in 2020 alone. Until they 
announced a temporary ceasefire a couple of months ago, the National 
Liberation Army (ELN) – supposedly the last armed insurgency group in 
Colombia – has steadily increased the number of violent attacks. While on 
the campaign trail, Petro pledged to engage the ELN in peace talks. This 
would no doubt be well received by beleaguered Colombians. 

Gustavo Petro
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In addition to this, the peace process with the 
Revolutionary Armed Forces of Colombia (FARC) has 
been faltering over recent years, with FARC dissidents 
(reportedly numbering around 5,000) moving further 
into drug trafficking and illegal mining. Petro, a former 
guerrilla himself with the demobilized M-19 urban 
insurgency movement of the 1980s, has promised 
to fully implement the 2016 peace deal with FARC. 
This is a stark departure from outgoing president 
Duque, who was accused of attempting to undermine 
resolution. Petro has suggested that he may change 
the way Colombia fights drug cartels, armed groups, 
and the overall war on drugs by moving away from 
the security-focused policies of his predecessors. 
What exactly these new policies may ultimately entail 
is unknown.  

It must be noted that Colombia’s Congress is a 
fragmented one with a dozen different parties 
occupying seats.  Analysts have pointed out that it 
may be difficult for Petro to pass many of his planned 
policy changes without a majority in congress. He 
will instead have to depend on consensus building 
to successfully pass legislation, which may also force 
him to moderate his position on key issues. Our in-
country sources have advised that several of Petro’s 
supporters took part in, sometimes even leading, the 
violent protests which shook Colombia in 2021. If they 
feel that their concerns are still not being addressed 
as promised, Colombia could face internal discord 
once again.  
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Haiti
Since we last focused on Haiti in our April 2022 Global 
Insights, the security situation within the country 
has deteriorated. In a meeting on 17 May 2022, UN 
High Commissioner for Human Rights, Michelle 
Bachelet, described the levels of armed violence 
as ‘unimaginable and intolerable’.  The Office of the 
United Nations High Commissioner for Humanitarian 
Rights and the United Nations Integrated Office in 
Haiti reported that at least 188 people have been 
killed and almost 17,000 people have been displaced 
by Port-au-Prince gang violence since 24 April. In 
addition, 200 kidnappings were reported in May 
2022 alone. 

On 5 May 2022, a paediatrician working at a local 
hospital was abducted outside her home. In response, 
her employer and its sister medical facilities, St. 
Damien’s Paediatric Hospital and St. Luc’s Family 
Hospital, closed their doors and suspended 
operations for over a week, turning away all new 
patients. The St. Luke Foundation and organisation 
‘Nos Petits Frères et Sœurs’ issued a statement 
demanding the release of the paediatrician, adding 
that “the competent authorities of the country can 
finally guarantee the security conditions allowing 
all citizens to freely go about their activities”. The 
Hospital of the State University of Haiti, a key public 
health care facility, also stopped admitting new 
patients in protest of the kidnapping of one if its 
doctors in May.  

HAITIAN 

Population: 11.4 million
Capital: Port-au-Prince 

Port-au-Prince 
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In late May 2022, the medical 
humanitarian non-profit organisation, 
Doctors Without Borders (Medicins 
Sans Frontiers), issued a statement 
that at least four hospitals in Port-au-
Prince temporarily closed in response 
to staff going on strike in solidarity 
with kidnapped colleagues. These 
closures forced patients to turn to the 
emergency centre that MSF runs in Port-
au-Prince’s Turgeau neighbourhood, 
quickly overwhelming the hospital and 
its staff. While the sentiment behind the 
hospital closures protesting the violence 
and kidnapping is laudable, the ultimate 

result is the denial of medical care to the 
broader Haitian community. 

Outside of Port-au-Prince the security 
situation is even more unstable. The 
two main roads connecting the capital 
to the rest of the country have been 
compromised by gangs controlling these 
routes.  One of the most powerful gangs 
in Haiti, 400 Mawozo, controls the area 
between the Dominican Republic and 
Port-au-Prince, and frequently kidnaps 
victims travelling its roads.  On 11 June 
2022, two buses bound for Miragoane, 
west of Port-au-Prince, were stopped 

and 38 people were kidnapped. 

In addition to increasing kidnapping 
numbers, the entire country has been 
plagued by reports of extreme violence. 
This includes beheadings, the chopping 
and burning of bodies, sexual violence, 
and the murder of minors accused of 
being informants for rival gangs. The 
police reportedly conduct ongoing 
operations in attempts to re-establish 
some semblance of law and order, but 
have been unsuccessful thus far.  In fact, 
there have sadly been reports of human 
rights violations in police operations too.  
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Libya
Libya’s tenuous peace after years of civil war is on the precipice as 
the country seems to be close to spiralling into conflict and chaos 
once again. A UN-brokered peace deal between rival factions set 
parliamentary and presidential elections for December 2021. Since 
these were cancelled under dubious circumstances, the security 
situation within the country has steadily declined. The country now 
has two ‘governments’; the UN-recognized west-based government 
(headquartered in Tripoli), and the east-based government aligned 
with the Libyan Arab Armed Forces (LAAF) (headquartered out of the 
coastal city of Sirte). After months of unproductive talks following 
the cancelled elections, the situation came to a head when the east-
based government attempted to enter Tripoli unexpectedly on 17 May 
2022. They immediately encountered fierce resistance from both 
government and civilian forces alike, which forced them to retreat. 

Both local sources and media report that the east-based government 
is supported by the Russian mercenary organisation, Wagner Group, 
which aided them in their attempt to enter Tripoli. According to 
the human rights organization, Human Rights Watch (HRW), and 
the Defense Ministry’s Libyan Mine Action Center (LibMAC), the 
Wagner Group is responsible for planting landmines and booby traps 
throughout Libya - including Tripoli. HRW reports that most of the 
people killed (130) and injured (196) by mines and other explosive 
artillery between May 2020 and March 2022 were civilians in Tripoli’s 
southern suburbs. The Wagner Group is also accused of planting 
landmines and weaponry in 35 other locations throughout Libya, 
making travel outside of the major cities that much more dangerous. 
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Libya
The government’s limited power, coupled with the deteriorating security 
environment and disastrous economy, have created an environment 
where kidnappings and extortions are rampant. Our in-country sources 
report that locals try to appear as if they have no money or resources 
of value, as any person with perceived wealth is an immediate target 
for kidnapping. Gangs wait outside banks looking for opportunities to 
kidnap for ransom, and often brazenly rob anyone entering or leaving 
who appears to have cash - sadly often killing victims in the process. 
Locals who need to deposit or withdraw money are being forced to 
hire armed guards for protection as they travel to and from the bank. 
They are even hesitant to make large sales or purchases (such as real 
estate) as this sort of money transfer will indicate wealth, making 
them a possible target.  Kidnappings within families, known as kinship 
kidnappings, are fairly common. The favoured targets for kidnapping for 
ransom continue to be locals, while foreigners (visitors and expatriates) 
are largely avoided. This however excludes private security employees, 
as any person – local or foreign – known or even suspected to be 
working for a private security firm is an immediate target. In fact, 
kidnappers will actively seek security workers to capture. Extortions of 
all types continue to be rife throughout the country, as they were even 
before the fall of former dictator Muammar al-Qaddafi.  

Our in-country sources describe a country divided.  On the one hand, 
some embassies are reopening in Tripoli, and stores and shops are 
trading.  On the other hand, police are described as weak with little 
actual authority, and militias roam the streets at night. In mid-June 
2022, violent clashes between two influential militias erupted one 
evening, the cause of which has not been determined. In addition, after 
the east-based government’s attempt to enter Tripoli in May, locals 
expect another attempted incursion at any time. Those in-country have 
described the current situation as ‘mostly peaceful but precarious’, 
voicing concerns as to whether it will stay that way.  
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Niger
Although nowhere near as volatile as neighbouring 
Mali, the security situation in Niger is becoming 
tenuous.  As with other regional countries, Niger could 
be considered a victim of its location. Niger is in the 
middle of West Africa’s vast Sahel region, which is 
landlocked with few natural resources. It is surrounded 
by countries wracked by instability, and its porous 
borders have given terrorist groups and armed gangs 
uninterrupted thoroughfare. The area in western 
Niger bordering Mali and Burkina Faso is known as 
the ‘three borders’ zone of nations in the Sahel, and 
has become a centre for jihadist activity in the region. 
Islamist militants linked to al-Qaida and the ‘Islamic 
State’ operate here and are known to have carried out 
attacks in all three countries. 

In Niger’s Tillabéri region, located in the far west, 136 
security incidents were recorded between 01 January 
and 16 May 2022. Representing an increase of 68% 
year on year, and causing 54,588 newly displaced 
people, this brings the total of internally displaced 
people to 115,150 [Humanitarian organization, USAID’s 
Famine Early Warning Systems Network (FEWS) and 
the Ministry of Disaster Management and Humanitarian 
Action].  

These issues are exacerbated by the country’s extreme 
poverty, and the persistent famine plaguing the region.  
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SECURITY INCIDENTS

01 January to 16 May 2022136
INCREASE
Year on year68%

INTERNALLY
DISPLACED PEOPLE

Total displaced 115,15054,588
Humanitarian organization, USAID’s Famine Early Warning Systems Network 
(FEWS) and the Ministry of Disaster Management and Humanitarian Action
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Niger
Furthermore, in the southern and 
south-eastern regions of the country 
along the border with Nigeria and Chad, 
Niger faces ongoing threats from the 
terrorist organization, Boko Haram and 
its dissident branch, the Islamic State 
in West Africa Province (ISWAP). The 
terrorist activities along the borders 
were so violent and disruptive that Niger, 
Nigeria, Cameroon, and Chad revived 
the Multinational Joint Task Force (MJTF) 
in 2015 to fight the extremists. This task 
force continues to carry out operations 
in the area to this day. The violence and 
terrorist attacks along the western, 
southern, and south-eastern borders 
of Niger prompted the government to 

declare an ongoing state of emergency 
for the Diffa, Tahoua, and Tillabéri 
regions. 79% of attacks in these areas 
in 2021 specifically targeted civilians 
[Amnesty International].

Kidnapping is a threat outside of the 
capital, Niamey, particularly along 
the abovementioned border regions. 
Terrorist organisations and armed gangs 
use it as a means of intimidation, as 
well as revenue generation. Foreigners 
living and working throughout the 
region are targets, and victims are often 
transported across borders (in October 
2020, a US citizen living in southern 
Niger was kidnapped and eventually 

rescued after having been transported 
across the border into Nigeria). Two 
Chinese miners kidnapped in western 
Niger in June 2021 were eventually 
released in Burkina Faso nearly 10 
months later in March 2022. The length 
of their imprisonment was reported to 
be ‘short’, as many hostages are held 
captive for years on end.

As for the government of Niger and its 
governmental forces, accusations of 
human rights abuses are rife, and we’ve 
received credible reports of unlawful 
and arbitrary killings, torture, and 
indiscriminate arrests and detentions.  
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Mozambique
The security situation in Mozambique – particularly in its 
northernmost province of Cabo Delgado – continues to spiral out of 
control. The situation has been critical for several years already, and 
UN High Commissioner for Human Rights, Michelle Bachelet, has 
described it as “desperate” and indicative of “grave human rights 
abuses”. The province has been the centre of an Islamic State-linked 
insurgency by terrorist organisations since 2017. It is also home to the 
largest liquid natural gas (LNG) reserves in the world, drawing nearly 
$60 billion worth of international investments to the region despite 
the insurgency.  This being said, the mounting number of violent 
terrorist attacks have created an increasingly untenable security 
environment in Cabo Delgado. In March 2021, French petroleum giant 
TotalEnergies suspended operations in the province and withdrew all 
employees after they were caught between government and militant 
forces in an extended terrorist attack in the city of Palma. According 
to reports, TotalEnergies initially intended to restart onsite production 
in 2024, but those plans have now been postponed until at least 
2026.  

TotalEnergies’ misfortunes coupled with the sustained active threat 
posed by Islamic terrorist groups in the province have encouraged 
other international companies ¬– most notably several mining 
companies – to suspend operations in the region. The situation 
reached boiling point again in June 2022 when a wave of violent 
attacks swept through the city of Ancuabe, previously regarded as a 
haven from the violence. According to reports the attacks included 
murders, rapes, houses being burned, and abductions. Four people 
were reportedly beheaded, including two workers at the graphite-
mining company Graphex (a subsidiary of Australian-owned Triton 
Minerals) when insurgents invaded its mining site near Ancuabe. An 
estimated 10,000 people were displaced as a result of the violence. Global Insights Report
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Terrorist groups and armed gangs in 
the area have been using kidnapping 
for ransom as a warfare tactic for years. 
Accounts have come in of several 
boys being kidnapped during these 
attacks. Children are often targeted for 
sexual violence, early marriage, and 
to be used as fighters [International 
humanitarian organization, Save 
the Children]. Foreigners have been 
targeted for kidnappings in the north 
as well, primarily for ransom as they 
are reportedly released as soon as the 
ransom is paid.

In southern Mozambique, kidnapping 
for ransom is a flourishing business 

in and around the capital of Maputo 
too. Foreigners, businessmen, and 
the children of local and foreign 
businessmen have become favoured 
targets, with money being the primary 
motivation in this part of the country. 
The issue has become so prevalent 
that in December 2001, President 
Filipe Nyusi discussed the possibility 
of creating an anti-kidnapping police 
unit to fight the wave of abductions in 
Mozambique’s main cities.  Reports 
have come in through the Mozambican 
media of members of the police force 
having been involved in the kidnappings. 
In late April 2022, the accusations were 
confirmed by Mozambique’s Attorney 

General in her annual report on the 
State of Justice to the Mozambican 
parliament. She also noted that some 
victims have become ongoing targets 
of extortion by kidnappers even after 
their release, forcing some to flee the 
country. Although unsubstantiated, 
her report contained allegations that 
the kidnapping gangs in Maputo and 
southern Mozambique are tied to gangs 
in other countries, particularly in South 
Africa. 

Mozambique
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In June 2022, ThreatLabz (the research 
team at the cloud security company, 
Zscaler) issued the ThreatLabz 2022 
Ransomware Report, which presented 
collated data from a variety of sources. 
Ransomware payloads across the 
Zscaler cloud included over 200 billion 
daily transactions and 150 million daily 
blocked threats.

Double extortion is a strategy where 
the initial ransomware attack includes 
the extraction of data from the target’s 
computer system. If the target chooses 
not to pay the ransom to decrypt the 
data, it is threatened with the public 
release of its stolen data. Such data 
historically includes personal employee 
records, sensitive and sometimes 
confidential business information, 
and even potentially embarrassing 
disclosures about the organisation and/
or specific employees.
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ThreatLabz 2022 
Key take outs from the report: 

Ransomware attacks
between February 2021
and March 2022

80%
INCREASE

Double-extortion attacks,
which include data exfiltration 
in addition to encryption, 
are rising even faster at 117%

The amount of double extortion
attacks against the healthcare 
industry increased a staggering 
643% from 2020 to 2021

117%

643%

DOUBLE
EXTORTION

June 2022



Global Insights Report
June 2022

Cyber Security

Cyber Security

Ransomware:
The True Cost to Business Study 2022
In June 2022, Cybereason (a cybersecurity technology company)
published the results of their second annual ransomware report.

73%
of companies surveyed 
experienced at least 
one ransomware 
attack in 2021 (an 
increase of 55% year 
on year)

73%
reported that some or 
all of the data was 
corrupted during the 
recovery process 
(compared to 46% in 
2021)

80%
of organisations that 
paid for their data to 
be released were hit 
by ransomware a 
second time 

68%
reported that the 
second attack came in 
less than a month

67%
reported that attackers 
demanded a higher 
ransom amount the 
second time around

30%
Almost 30% of 
organisations reported 
paying the ransom as 
system downtime 
presented a risk to 
human life

35%
The ransomware 
attacks led to 
resignations of C-suite 
executives in 35% of 
organisations 

31%
of organisations were 
forced to temporarily 
or permanently 
suspend operations 
due to the 
ransomware attack 

64%
of organisations 
believe the threat 
actors gained access 
to their network via a 
3rd party network 
(suppliers or business 
partners)

60%
 of companies believe 
the threat actors were 
in their network up to 
6 months prior to 
being discovered 



There have been multiple reports that threat actors 
such as Darkside (responsible for the Colonial Pipeline 
attack) and the Conti ransomware group (responsible 
for the attacks on the Costa Rican government, which 
led to President Rodrigo Chaves declaring a national 
emergency) have developed ransomware-as-a-
service models that emulate legitimate business 
models. These are reportedly complete with 
customer service, human resources, and a network of 
suppliers and partners.  

There appears to be a significant difference in attacks 
based upon region. Organisations in Japan (95%), Italy 
(90%), and the UK (83%) are reported to be among 
the most likely to be targeted by a ransomware 
attack. Organisations in the US (46%) and Germany 
(69%) are among the least likely.

In the geopolitical arena, the United States 
Cybersecurity and Infrastructure Security Agency 
(CISA) has reported that 14 out of 16 critical 
infrastructure sectors have been targeted by 
ransomware attacks. The conflict in the Ukraine and 
related cyberattacks continue to affect countries 
outside of the region. In June 2022, the US, UK, EU, 
and others accused Russia of targeting a satellite 
communications provider used by the Ukrainian 
military. This attack ended up affecting customers 
throughout Europe. The attacks by Russia against the 
Ukraine – which are clearly affecting those outside of 
the Ukraine too, as discussed in our April 2022 Global 
Insights – have been described as ‘sustained.’     
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Piracy

Piracy
In early April 2022, the Iran-backed 
Houthi militia and Saudi-led coalition 
agreed to an UN-brokered temporary 
ceasefire in Yemen.  The fragile truce – 
the first ceasefire in six years and timed 
to coincide with the Islamic holy month 
of Ramadan – gave a glimmer of hope to 
those in the region after years of brutal 
fighting. 

Prior to the ceasefire, in January 2022, the 
Houthis hijacked the UAE-flagged vessel 
Rwabee with a crew of 11 off the country’s 
west coast (outlined in our February 2022 
Global Insights).  The ship, leased by a 
Saudi company, was supposedly carrying 
supplies to a field hospital. The Houthis 
claim the ship was carrying military 
equipment. The Rwabee’s crew of 11 was 
brought ashore and held for nearly four 
months until released in late April 2022 
(coinciding with the both the ceasefire 
as well as Ramadan). Also prior to the 
ceasefire, accounts came in of Saudi-
led forces intercepting and destroying 
Houthi vessels laden with explosives 
in the Red Sea. The Saudi-led coalition 
reported that the Houthis had threatened 
global shipping lanes with nearly 250 
naval mines and 100 boats laden with 
explosives.

Sadly, any hope of the ceasefire deterring 
the Houthis from continuing operations 
in the Red Sea seem to be futile. In 
May 2022, Houthis attacked another 
vessel carrying three fishermen and two 
soldiers. It was reportedly delivering food 
to government troops in the city of Medi in 
northern Hajjah province. As at the time of 
writing this report, there is no information 
as to the fate of the crew.  

Just a couple of days after this attack, the 
Houthis attempted to attack a famous 
racing yacht off the coast of Hodeidah.  
According to witnesses, the attackers 
were in three fast-moving skiffs and were 
armed with rocket-propelled grenades. 
They attempted to board the Hong 
Kong-flagged yacht, called the Lakota, 
but the crew reportedly exchanged 
gunfire with the attackers. They avoided 
being boarded a number of times before 
ultimately escaping.  

The Houthi continue to present many 
security threats in the Red Sea, including 
piracy, kidnapping, violent attacks, 
and illegal arms smuggling. In fact, the 
threats posed are such cause for concern 
that the United Nations Office of Drugs 
and Crime’s Global Maritime Crime 

Programme (GMCP GARS) is assisting 
Yemen in addressing its maritime crime. 
In addition to this, in May 2022 the United 
States Navy announced the formation 
of a multinational task force whose sole 
purpose will be to patrol the coast of 
Yemen to target smuggling.  
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the conditions then in existence through open-source 
reporting and SPS proprietary human sources and 
represents the best judgment of SPS.  The information 
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prejudice to liability, constitutes neither a warranty of 
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